
#! /bin/sh # -*- Shell-script -*- # $Id: chkrootkit, v 0.44 2004/09/01 CHKROOTKIT_VERSION=’0.44’ # Authors: Nelson Murilo <nelson@pa
ngeia.com.br> (main author) and # Klaus Steding-Jessen <jessen@nic.br> # # (C)1997-2004 Nelson Murilo, Pangeia Informatica, AMS Foun
dation and others. # All rights reserved ### workaround for some Bourne shell implementations unalias login > /dev/null 2>&1 unalias
 ls > /dev/null 2>&1 unalias netstat > /dev/null 2>&1 unalias ps > /dev/null 2>&1 unalias dirname > /dev/null 2>&1 # Native commands
 TROJAN="amd basename biff chfn chsh cron date du dirname echo egrep env find \ fingerd gpm grep hdparm su ifconfig inetd inetdconf 
identd init killall \ ldsopreload login ls lsof mail mingetty netstat named passwd pidof pop2 pop3 \ ps pstree rpcinfo rlogind rshd 
slogin sendmail sshd syslogd tar tcpd \ tcpdump top telnetd timed traceroute vdir w write" # Tools TOOLS="aliens asp bindshell lkm r
exedcs sniffer w55808 wted scalper slapper z2" # Return Codes INFECTED=0 NOT_INFECTED=1 NOT_TESTED=2 NOT_FOUND=3 INFECTED_BUT_DISABL
ED=4 # Many trojaned commands have this label GENERIC_ROOTKIT_LABEL="^/bin/.*sh$|bash|elite$|vejeta|\.ark" #########################
############################################# # tools functions # # 55808.A Worm # w55808 (){ W55808_FILES="${ROOTDIR}tmp/.../a ${RO
OTDIR}tmp/.../r" STATUS=0 for i in ${W55808_FILES}; do if [ -f ${i} ]; then STATUS=1 fi done if [ ${STATUS} -eq 1 ] ;then echo "Warn
ing: Possible  55808 Worm installed" else if [ "${QUIET}" != "t" ]; then echo "not infected"; fi return ${
NOT_INFECTED }  fi } # # SLAPPER.{A,B,C,D} and the multi-platform variant # slapper (){ SLAPPER_FILES="$
{ROOTDIR}tmp /.bugtraq ${ROOTDIR}tmp/.bugtraq.c" SLAPPER_FILES="$SLAPPER_FILES ${ROOTDIR}tmp/.unlo
ck ${ROOTDIR }tmp/httpd \ ${ROOTDIR}tmp/update ${ROOTDIR}tmp/.cinik ${ROOTDIR}tmp/.b" SLAPPER_PO
RT="0.0:2002  |0.0:4156 |0.0:1978 |0.0:1812 |0.0:2015 " OPT=-an STATUS=0 if ${netstat} "${OPT}
" | ${egrep}  "${SLAPPER_PORT}"> /dev/null 2>&1; then STATUS=1 fi for i in ${SLAPPER_FILES}
; do if [ -f  ${i} ]; then STATUS=1 fi done if [ ${STATUS} -eq 1 ] ;then echo "Warning: P
ossible Slap p er Worm installed" else if [ "${QUIET}" != "t" ]; then echo "not infected"
; fi return $ {NOT_INFECTED} fi } scalper (){ SCALPER_FILES="${ROOTDIR}tmp/.uua ${ROOT
DIR}tmp/.a" SCALPER_PORT=2001 OPT=-an STATUS=0 if ${netstat} "${OPT}" | ${egrep} "
0.0:${SCALPE R _ PORT} "> /dev/null 2>&1; then STATUS=1 fi for i in ${SCALPER_FILES};
 do if [ -f ${i} ]; then STATUS=1 fi done if [ ${STATUS} -eq 1 ] ;then echo "Wa
rning: Possi ble Scalper Worm installed" else if [ "${QUIET}" != "t" ]; then e
cho "not inf ected"; fi return ${NOT_INFECTED} fi } asp (){ ASP_LABEL="poop" 
STATUS=${NOT _INFECTED} CMD=‘loc asp asp $pth‘ if [ "${EXPERT}" = "t" ]; the
n expertmode _output "${egrep} ^asp ${ROOTDIR}etc/inetd.conf" expertmode_ou
tput "${stri n gs} -a ${CMD}" return 5 fi if ${egrep} "^asp" ${ROOTDIR}etc/
inetd.conf > / dev/null 2>&1; then echo "Warning: Possible Ramen Worm ins
talled in in e td.conf" STATUS=${INFECTED} fi if [ ${CMD} = "asp" -o ${C
MD} = "${ROO TDIR}asp" ]; then if [ "${QUIET}" != "t" ]; then echo "n
ot infected" ;  fi return ${NOT_INFECTED} fi if ${strings} -a ${CMD} |
 ${egrep} "$ {ASP_LABEL}" >/dev/null 2>&1; then echo "INFECTED" STA
TUS=${INFECT E D} else if [ "${QUIET}" != "t" ]; then echo "not infec
ted"; fi ret urn ${NOT_INFECTED} fi return ${STATUS} } sniffer ()
 { if [ "${R OOTDIR}" != "/" ]; then echo "not tested" return ${
NOT_TESTED} f i if [ "$SYSTEM" = "SunOS" ]; then return ${NOT_TE
STED} fi if [ "${EXPERT}" = "t" ]; then expertmode_output "./
ifpromisc" - v return 5 fi if [ ! -x ./ifpromisc ]; then echo
 "not tested :  can’t exec ./ifpromisc" return ${NOT_TESTED} el
se [ "${QUIE T}" != "t" ] && ./ifpromisc -v || ./ifpromisc -
q fi } z2 ()  { if [ ! -x ./chklastlog ]; then echo "not tes
ted: can’t e x ec ./chklastlog" return ${NOT_TESTED} fi WTMP
=‘loc wtmp w t m p "${ROOTDIR}var/log ${ROOTDIR}var/adm"‘ LAST
LOG=‘loc las t log lastlog "${ROOTDIR}var/log ${ROOTDIR}var
/adm"‘ if [ !  -f $WTMP -a ! -f $LASTLOG ]; then echo "no
t tested: no t  found wtmp and/or lastlog file" return ${N
OT_TESTED} f i  if [ "${EXPERT}" = "t" ]; then expertmode_
output "./ch klastlog -f ${WTMP} -l ${LASTLOG}" return
 5 fi if ./c hklastlog -f ${WTMP} -l ${LASTLOG} then i
f [ "${QUIET }" != "t" ]; then echo "nothing deleted"
; fi fi } wt ed () { if [ ! -x ./chkwtmp ]; then echo
 "not tested : can’t exec ./chkwtmp" return ${NOT_TE
STED} fi if [ "$SYSTEM" = "SunOS" ]; then if [ ! -x
 ./check_wtm px ]; then echo "not tested: can’t exe
c ./check_wt m px" else if [ "${EXPERT}" = "t" ]; then
 expertmode_ output "./check_wtmpx" return 5 fi if 
[ -f ${ROOTD IR}var/adm/wtmp ]; then if ./check_wt
mpx then if [  "${QUIET}" != "t" ]; then \ echo "no
thing delete d  in /var/adm/wtmpx"; fi fi fi fi els
e WTMP=‘loc wtmp wtmp "${ROOTDIR}var/log ${ROOTD
IR}var/adm"‘  if [ "${EXPERT}" = "t" ]; then exp
ertmode_outp ut "./chkwtmp -f ${WTMP}" return 5 
fi fi if ./c hkwtmp -f ${WTMP} then if [ "${QUIE
T}" != "t" ] ; then echo "nothing deleted"; fi f
i } bindshel l () { PORT="114|145|465|511|600|1
008|1524|199 9|1978|2881|3049|3133|3879|4000|43
69|5190|5665 |10008|12321|23132|27374|29364|309
99|31336|313 37|45454|47017|47889|60001" OPT="-
an" PI="" if  [ "${ROOTDIR}" != "/" ]; then ec
ho "not test ed" return ${NOT_TESTED} fi if [ 
"${EXPERT}" = "t" ]; then expertmode_output "
${netstat} $ {OPT}" return 5 fi for P in ‘echo
 $PORT | ${s ed} ’s/|/ /g’‘; do if ${netstat} 
"${OPT}" | $ {egrep} "^tcp.*LIST|^udp" | ${egr
ep} \ "[^0-9 .]${P}[^0-9.]" >/dev/null 2>&1 th
en PI="${PI}  ${P}" fi done if [ "${PI}" != ""
 ] then echo  "INFECTED (PORTS: $PI)" else if 
[ "${QUIET}"  != "t" ]; then echo "not infect
ed"; fi fi }  lkm () { prog="" if [ \( "${SYS
TEM}" = "Lin u x" -o \( "${SYSTEM}" = "FreeBSD"
 -a \ ‘echo $ {V} | ${awk} ’{ if ($1 > 4.3) pri
nt 1; else p r int 0 }’ ‘ -eq 1 \) \) -a "${ROOTDIR}" = "
/" ]; then [  !  -x ./chkproc ] && prog="./chkproc" [ ! -x ./chkdirs
 ] && prog=" $ prog ./chkdirs" if [ " $ p r og" != "" ]; then # echo "not tes
ted: can’t e xec $prog" return ${NOT_TEST E D} fi if [ "${EXPERT}" = "t" ]; t
hen [ -r /pr oc/ksyms ] && ${egrep} -i "ador e|sebek" < /proc/ksyms 2>/dev/null
 [ -d /proc/ knark ] && ${ls} -la /proc/knark 2>  /dev/null PV=‘$ps -V 2>/dev/null| 
$cut -d " " - f 3 |$awk -F . ’{ print $1 "." $2 $3 } ’ | ${awk} ’{ if ($0 > 3.19) print 
2; else prin t  1 }’‘ [ "$PV" = "" ] && PV=1 [ "${SYSTEM} " = "SunOS" ] && PV=0 expertmode_out
put "./chkpr o c -v -v -p $PV" return 5 fi ### adore LKM [ -r /proc/ksyms ] && \ if ‘${egrep} -i ad
ore < /proc/ k syms >/dev/null 2>&1‘; then echo "Warning: Adore LKM installed" fi ### sebek LKM (Ado
re based) [ -r /proc/ksyms ] && \ if ‘${egrep} -i sebek < /proc/ksyms >/dev/null 2>&1‘; then echo
 "Warning: S ebek LKM installed" fi ### knark LKM if [ -d /proc/knark ]; then echo "Warning: Knark 
LKM installe d " fi PV=‘$ps -V 2>/dev/null| $cut -d " " -f 3 | $awk -F . ’{ print $1 "." $2 $3 }’ | ${
awk} ’{ if ( $ 0 > 3.19) print 2; else print 1 }’‘ [ "$PV" = "" ] && PV=1 [ "${SYSTEM}" = "SunOS" ] &&
 PV=0 if [ " ${DEBUG}" = "t" ]; then ${echo} "*** $PV ***" fi if ./chkproc -p ${PV} then if [ "${QUIE
T}" != "t" ] ; then echo "nothing detected"; fi else echo "Warning: Possible LKM Trojan installed" fi e
lse if [ "${ QUIET}" != "t" ]; then echo "not tested"; fi fi } aliens () { if [ "${EXPERT}" = "t" ]; t
hen ### susp icious files FILES="usr/bin/sourcemask usr/bin/ras2xm usr/sbin/in.telnet \ sbin/vobiscum 
usr/sbin/jcd  usr/sbin/atd2 usr/bin/.etc usr/bin/xstat \ etc/ld.so.hash" expertmode_output "${find} ${R
OOTDIR}dev - type f" expertmode_output "${find} ${ROOTDIR}var/run/.tmp" expertmode_output "${find} ${RO
OTDIR}usr/ma n/man1/lib/.lib" expertmode_output "${find} ${ROOTDIR}usr/man/man2/.man8" expertmode_outpu
t "${find} $ {ROOTDIR}usr/man/man1 -name ’.. *’" expertmode_output "${find} ${ROOTDIR}usr/share/locale/s
k" expertmod e_output "${find} ${ROOTDIR}usr/lib/dy0" expertmode_output "${find} ${ROOTDIR}tmp -name 982
235016-gtkrc -429249277" for i in ${FILES}; do expertmode_output "${ls} ${ROOTDIR}${i} 2> /dev/null" don
e [ -d ${ROO TDIR}lib/.so ] && expertmode_output "${find} ${ROOTDIR}lib/.so" [ -d "${ROOTDIR}usr/include
/.. " ] && e xpertmode_output ${find} "${ROOTDIR}usr/include/.. " [ -d ${ROOTDIR}usr/lib/.fx ] && expert
mode_output ${find} ${ROOTDIR}usr/lib/.fx [ -d ${ROOTDIR}var/local/.lpd ] && expertmode_output ${find} 
${ROOTDIR}va r/local/.lpd [ -d ${ROOTDIR}dev/rd/cdb ] && expertmode_output ${find} ${ROOTDIR }dev/rd/cdb
 ### sniffer ’s logs expertmode_output "${find} ${ROOTDIR}dev ${ROOTDIR}usr ${ROOTDIR}tmp \ ${ROOTDIR}l
ib ${ROOTDIR }etc ${ROOTDIR}var ${findargs} -name tcp.log -o -name \ .linux-sniff -o -name sn iff-l0g -o 
-name core_ -o -name ${ROOTDIR}usr/lib/in.httpd -o \ -name ${ROOTDIR}usr/lib/in.pop3d" ### t0rn expert
mode_output "${find} ${ROOTDIR}etc ${ROOTDIR}sbin \ ${ROOTDIR}usr/src/.puta ${ROOTDIR}lib $ {ROOTDIR}us
r/info -name  \ ttyhash -o -name xlogin -o -name ldlib.tk -o -name .t?rn" LIBS= [ -d ${ROOT DIR}lib ] &
& LIBS="${RO OTDIR}lib" [ -d ${ROOTDIR}usr/lib ] && LIBS="${LIBS} ${ROOTDIR}usr/lib" [ -d ${ROOTDIR}u
sr/local/lib  ] && \ LIBS="${LIBS} ${ROOTDIR}usr/local/lib" expertmode_output "${find} ${L IBS} -name 
libproc.a" # # Lion Worm expertmode_output "${find} ${ROOTDIR}dev/.lib/lib -name 1i0n.sh 2 > /dev/null
" ### ark ex pertmode_output "${find} ${ROOTDIR}dev -name ptyxx" expertmode_output "${fin d} ${ROOTDI
R}usr/doc -n ame ’... ’" expertmode_output "${find} ${ROOTDIR}usr/lib -name ’.ark*’" ###  RK17 expert
mode_output "${find} ${ROOTDIR}bin -name rtty -o -name squit" expertmode_output "${fin d} ${ROOTDI
R}sbin -name  pback" expertmode_output "${find} ${ROOTDIR}usr/man/man3 -name psid 2> / dev/null" e
xpertmode_ou tput "${find} ${ROOTDIR}proc -name kset 2> /dev/null" expertmode_output "${find} ${
ROOTDIR}usr/ src/linux/modules -name \ autod.o -o -name soundx.o 2> /dev/null" expert mode_output
 "${find} ${ ROOTDIR}usr/bin -name gib -o \ -name ct -o -name snick -o -name kfl" C GIDIR="" fo
r cgidir in www/httpd/cgi-bin www/cgi-bin var/www/cgi-bin \ var/lib/httpd/cgi-bin usr/local/h
ttpd/cgi-bin  usr/local/apache/cgi-bin \ home/httpd/cgi-bin; do [ -d ${ROOTDIR}${ c gidir} ] &&
 CGIDIR="$CG IDIR ${ROOTDIR}${cgidir}" done BACKDOORS="number.cgi void.cgi psid becys.cgi n
obody.cgi ba sh.zk.cgi alya.cgi \ shell.cgi alin.cgi httpd.cgi linux.cgi sh.cg i take.cgi 
bogus.cgi al ia.cgi all4one.cgi \ zxcvbnm.cgi secure.cgi ubb.cgi" for j in ${ C GIDIR}; do 
for i in ${B ACKDOORS}; do [ -f ${j}/${i} ] && echo ${j}/${i} done done ###  rsha expert
mode_output "${find} ${ROOTDIR}bin ${ROOTDIR}usr/bin -name kr4p \ -o -nam e n3tstat -o 
-name chsh2"  expertmode_output "${find} ${ROOTDIR}etc/rc.d/rsha" expert mode_output
 "${find} ${ ROOTDIR}etc/rc.d/arch/alpha/lib/.lib \ ${ROOTDIR}usr/src/ linux/arch/
alpha/lib/.l ib/" ### ShitC Worm expertmode_output "${find} ${ROOTDI R }bin ${ROOT
DIR}sbin -na m e home \ -o -name frgy -o -name sy" expertmode_outpu t  "${find} $
{ROOTDIR}usr / bin -type d -name dir" expertmode_output "${find} ${ROOTDIR}u
sr/sbin -typ e  d  -name in.slogind" ### Omega Worm expertmode_out p ut "${find}
 ${ROOTDIR}d e v  -name chr" ### rh-sharpe expertmode_output " $ {find} ${RO
OTDIR}bin ${ R OOTDIR}usr/bin -name lps \ -o -name .ps -o  -name lpstr
ee -o -name .lpstree -o -name lkillall \ -o -name l d u -o -name 
lnetstat" ex p ertmode_output "${find} ${ROOTDIR}u s r/include/r
pcsvc -name d u " ### Adore Worm expertmode_out p u t  "${find} $
{ROOTDIR}usr /lib ${ROOTDIR}usr/bin \ -na me red.tar 
-o -name sta rt.sh -o -name klogd .o -o -name
 0anacron-ba k \ -o -n a me adore" e
xpertmode_ou t put "${find
} ${ROOTDIR} usr/lib/lib
" expertmode _output "${
find} ${ROOT DIR}usr/lib
/libt" ### s uspicious f
iles and dir s suspects=
"/usr/lib/pt 07 /usr/bin
/atm /tmp/.c heese /dev/
ptyzx /dev/p tyzg /usr/b
in/sourcemas k /dev/ida 
/dev/xdf* /u sr/lib/libx
?otps /sbin/ init.zk" DI
R=${ROOTDIR} usr/lib [ -
d ${ROOTDIR} usr/man ] &
& DIR="${DIR } ${ROOTDIR
}usr/man" [ -d ${ROOTDI
R}lib ] && D IR="${DIR} 
${ROOTDIR}li b" [ -d ${R
OOTDIR}usr/l ib ] && DIR
="${DIR} ${R OOTDIR}usr/
lib" expertm ode_output 
"${find} ${D IR} -name ’
.[A-Za-z]*’"  expertmode
_output "${f ind} ${DIR}
 -type d -na me ’.*’" ex
pertmode_out put "${find
} ${DIR} -na me ’...*’" 
expertmode_o utput "${ls
} ${suspects }" ### Mani
ac RK expert mode_output
 "${find} ${ ROOTDIR}usr
/bin -name mailrc" ###
 Ramen Worm  expertmode_
output "${fi nd} ${ROOTD
IR}usr/src/. poop \ ${RO
OTDIR}tmp/r amen.tgz ${
ROOTDIR}etc/ x inetd.d/asp
" ### Sadmind/IIS Worm expertmode_output "${find} ${ROOTDIR}dev/cuc" ### Monkit expertmode_output "${find} ${ROOTDIR}lib/defs" ### S
howtee expertmode_output "${ls} ${ROOTDIR}usr/lib/.egcs \ ${ROOTDIR}usr/lib/.wormie ${ROOTDIR}usr/lib/libfl.so \ ${ROOTDIR}usr/lib/.
kinetic ${ROOTDIR}/usr/lib/liblog.o \ ${ROOTDIR}/usr/include/addr.h ${ROOTDIR}usr/include/cron.h \ ${ROOTDIR}/usr/include/file.h ${R
OOTDIR}usr/include/proc.h \ ${ROOTDIR}/usr/include/syslogs.h ${ROOTDIR}/usr/include/chk.h" ### Optickit expertmode_output "${find} $
{ROOTDIR}usr/bin -name xchk -o -name xsf" ### T.R.K expertmode_output "${find} ${ROOTDIR}usr/bin -name soucemask -o -name ct" ### Mi
thRa’s Rootkit expertmode_output "${find} ${ROOTDIR}usr/lib/locale -name uboot" ### OpenBSD rootkit v1 if [ "$SYSTEM" != "SunOS" -a 
! -f /usr/lib/security/libgcj.security ] then expertmode_output "${find} ${ROOTDIR}usr/lib/security" fi ### LOC rootkit expertmode_o
utput "${find} ${ROOTDIR}tmp -name xp -o -name kidd0.c" ### Romanian rootkit expertmode_output "${ls} ${ROOTDIR}usr/include/file.h \
 ${ROOTDIR}usr/include/proc.h ${ROOTDIR}usr/include/addr.h \ ${ROOTDIR}usr/include/syslogs.h" ## HKRK rootkit ${egrep} "\.hk" ${ROOT
DIR}etc/rc.d/init.d/network 2>/dev/null ## Suckit rootkit expertmode_output "${strings} ${ROOTDIR}sbin/init | ${egrep} HOME" expertm
ode_output "cat ${ROOTDIR}proc/1/maps | ${egrep} init." ## Volc rootkit expertmode_output "${ls} ${ROOTDIR}u sr/bin/volc" expertmode
_output "${find} ${ROOT DIR}usr/lib/ volc" ## Gold2 rootkit expertmode_output "${ls} ${ROOT DIR}usr/bin/ ishit" ## TC2 Worm exp
ertmode_output "${ls} $ {ROOTDIR}usr /bin/util ${ROOTDIR}usr/info \ ${ROOTDIR}usr/sbin/initc heck ${ROOTDI R}usr/ sbin/ldb" ## An
onoiyng rootkit expertmode_output "${ ls} ${ROOTDIR}usr/sbin/mech* ${ROOTDIR}usr/sb in/kswap d" ## ZK rootkit expe rtmode_output "
${ls} ${ROOTDIR}etc/sys config/conso le/load*" ## ShKit expertmode_output "${ls} ${ROOTDIR} lib/security/.config ${ROOTDIR}etc/l
d.so.hash" ## AjaKit ex pertmode_outp ut "${find} ${ROOTDIR}lib -name .ligh.gh" exp ertmode_ output "${find} ${RO OTDIR}dev -name
 tux" ## zaRw T  exp er tmode_ output  "${find } ${R O OTDIR}bin  -name i min -o -n ame  imou t" ## Madali
n rootkit ex per tmod e _outpu t "$ {find} ${ROOT DIR}/usr/in clude -name icekey.h  -o \ nam e ic e c o nf.h -o name
 iceseed.h" ### shell  his tory fi le check if  [ ! -z  "${S HELL}"  -a !  -z "${HOME}" ] ; th en expe rtmode _output "${find
} ${ROOTDIR }${HOME} - name .*hist ory  \ -siz e 0" ex pertmo de_o utput " ${fin d} ${ROO TDIR }${HOME}  -name .*history \ \( 
-links 2 -o  -type l \ )" f i retu r n 5 ### e xpert mode end s he re fi ### ###  suspici ou s files a nd sniffer’s logs ### s
uspects="us r/lib/pt07  usr /bin/a t m tmp/.c heese /dev/pt yzx dev/ptyz y \ u sr/bin/s ourcemask dev/id a dev/xdf1 dev/
xdf2 usr/bi n/xstat \ t mp/9 822350 1 6-gtkrc- 429249 277 usr /bin /source mask /usr/bin/ ras2 xm \ usr /sbin/ in.telnet sbin/
vobiscum us r/sbin/jcd  usr /sbin/a td2  usr/bin/.etc \ etc/l d.so .hash s bin/i nit.zk u sr /lib/in. httpd usr/lib/in.pop3
d" dir="var /run/.tmp lib/. so usr /li b/.fx var/lo cal/.lpd de v/rd/c db" f iles=‘${ fin d } ${RO OTDIR} dev -type f -ex
ec ${egrep} - l "^[0-5]  " { } \;‘ if  [ " ${files}" != "" ];  then echo e cho ${ files} f i for  i in  ${dir } ; do if [ -d $
{ROOTDIR}${i }  ]; t hen echo e cho "Sus pect dir ecto ry ${i } FOUND! Look ing for  snif fer l ogs" fi l es=‘${find}
 ${ROOTDIR}${i }‘ ech o echo ${fil es} fi done for i in $ {suspects }; do if [ -f ${ROOT DIR}${i} ]; then  echo "${ROOT
DIR}${i} " files="INFECTED" fi done if [ "${files}" = "" ]; then if [ "${QUIET}" != "t" ]; then echo "no suspect files"; fi fi if [ 
"${QUIET}" != "t" ]; then \ printn "Searching for sniffer’s logs, it may take a while... "; fi files=‘${find} ${ROOTDIR}dev ${ROOTDI
R}tmp ${ROOTDIR}lib ${ROOTDIR}etc ${ROOTDIR}var \ ${findargs} \( -name "tcp.log" -o -name ".linux-sniff" -o -name "sniff-l0g" -o -na
me "core_" \) \ 2>/dev/null‘ if [ "${files}" = "" ] then if [ "${QUIET}" != "t" ]; then echo "nothing found"; fi else echo echo ${fi
les} fi ### HiDrootkit if [ "${QUIET}" != "t" ]; then printn \ "Searching for HiDrootkit’s default dir... "; fi if [ -d ${ROOTDIR}va
r/lib/games/.k ] then echo "Possible HiDrootkit installed" else if [ "${QUIET}" != "t" ]; then echo "nothing found"; fi fi ### t0rn 
if [ "${QUIET}" != "t" ]; then printn\ "Searching for t0rn’s default files and dirs... "; fi if [ -f ${ROOTDIR}etc/ttyhash -o -f ${R
OOTDIR}sbin/xlogin -o \ -d ${ROOTDIR}usr/src/.puta -o -r ${ROOTDIR}lib/ldlib.tk -o \ -d ${ROOTDIR}usr/info/.t0rn ] then echo "Possib
le t0rn rootkit installed" else if [ "${QUIET}" != "t" ]; then echo "nothing found"; fi fi ### t0rn v8 if [ "${QUIET}" != "t" ]; the
n \ printn "Searching for t0rn’s v8 defaults... "; fi [ -d ${ROOTDIR}lib ] && LIBS=${ROOTDIR}lib [ -d ${ROOTDIR}usr/lib ] && LIBS="$
{LIBS} ${ROOTDIR}usr/lib" [ -d ${ROOTDIR}usr/local/lib ] && LIBS="${LIBS} ${ROOTDIR}usr/local/lib" if [ ‘find ${LIBS} -name libproc.
a 2> /dev/null‘ ] then echo "Possible t0rn v8 \(or variation\) rootkit installed" else if [ "${QUIET}" != "t" ]; then echo "nothing 


